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„Paper-Felix“
of traditional medicine

The story of Felix, 4 years old

„Digital Felix“

Continous assessment of

• Blood sugar

• Heart rate

• Skin resistance

• Sweating

• Movement

� Individual administration of insulin

� 40% less time of aggression and apathy

Norma and Vivienne Ming at home with their children,
June 2013; Credit: Jessica Todd Harper
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− The size of data

− The speed at which the data is collected, processed 
and applied

− The different types of data from different sources

− The quality of data

− The meaning of data

Big Data. The 5 Vs

Volume

Velocity

Variety

Value

Validity
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Medical 
Data

Public 
Health Data

Data from
Insurance 

Companies 
Research 

Data

Self-generated
Data

Data from Non-
traditional Players 

like Social
Networks, 
Commerce
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“The panoromic view”

Geographic Information System of a Human Being
Topol, Cell 157, March 27, 2014
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Value Chain of Big Data
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THE STATES Parties to this Constitution declare, in conformity with the Charter of the United Nations, 

that the following principles are basic to the happiness, harmonious relations and security of all peoples: 

Health is a state of complete physical, mental and social well-being and not merely the absence of

disease or infirmity. 

The enjoyment of the highest attainable standard of health is one of the fundamental rights of every

human being without distinction of race, religion, political belief, economic or social condition. 

The health of all peoples is fundamental to the attainment of peace and security and is dependent upon 

the fullest co-operation of individuals and States. 

adopted 22 July 1946, New York

Constitution of the World Health Organization
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Personalized prevention and treatment

� targeted advice and

� the right intervention

� e.g. the right dosage of drugs

� at the right time

� for a specific person

� regardless where on this world

Vision of Big Data and health: Precision medicine and t elemedicine
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Rules for the digital human park
Two paradigmatic cases of breeding and 
taming human beings: Human germline
editing and persuasive technology

Rinie van Est, Jelte Timmer, Linda Kool, Niesl
Nijsingh, Virgil Rerimassie, Dirk Stemerding

Converging Technologies and
Cybernetic Loops

„So while individuals are becoming

increasingly transparent,

our technological environment is

becoming ever more opaque.“
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„We are embarking on a time when each individual

will have all their own medical data and the computing power

to process it in the context of their own world.“
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Patient Customer

Disease orientation Health orientation

Health counselling Life counselling

Therapy Prevention

(At least) Four Paradigm Shifts in health care and public health
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Health Care

Life-Style-
Sector

Biomedical 
Research

Blurring Lines
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Academic 
Research

Participative
Research

Commercial 
Research
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Ethical Aspects

Autonomy Privacy Justice
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Digital 
Autonomy

Compe-
tence

Information

Values

ChoiceVoluntari-
ness

Formation 
of Will

Action

http://ceres.uni-
koeln.de/fileadmin/user_upload/Bilder/Dokumente/ceres_Digitale_Selbstbestimmung.pdf
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Informed
Consent
Informed
Consent

Opt-in-/ Opt-
Out-Models
Opt-in-/ Opt-
Out-Models

Broad
Consent
Broad

Consent
Dynamic 
Consent
Dynamic 
Consent
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The privacy of the persons concerned and the confidentiality of their personal 

information should be respected. To the greatest extent possible, such 

information should not be used or disclosed for purposes other than those for

which it was collected or consented to, consistent with international law, in 

particular international human rights law. 

UDBHR Article 9 – Privacy and confidentiality
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Traditional Principles of Data Protection are mainly
counteracted by Big Data

Purpose binding and limitation

Data scarcity and minimization

Special protection of sensitive data

Data protection by technique and organization
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In times of Big Data the right to respect for

private life is more than data protection and

entails intrusion into the private sphere by

unwanted advertisement, recommendations

and offers
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Groups
Human 
Rights
Human 
Rights

Public 
Good
Public 
Good
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„Sometimes the only way to protect the

individual is to protect the group to which

the individual belongs.“

Luciano Floridi
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• Digital gap / divide

� Access to health information and healthcare for everyone

Prerequisite: Access to ICT, sufficient equipment, motivation and skills

• Non-stigmatization and non-discrimination

• Sustainability: energy and environment

Justice
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Three groups of persons might be discriminated against:

� Who don´t want to share their data

� Who cannot meet given standards

� Who don´t want to meet given standards

Solidarity based
Healthcare

Individual 
Responsibility
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Thank you very much for your attention!


